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l. Introduction

1. General Introduction

The following user manual is meant to guide you in the installation process of your ATRIA MESH AX3000.
For this purpose, we will detail the process to set up your device and network. In addition, we will
present you the process to connect to Web Ul and the different parameters that you can set, as well as
the meaning of the LEDs that you can see on your device.

2. Presentation of the Device and its LEDs

Congratulations, you bought one of our mesh product, now it is the time to present the device before
configuring it for its first use.

The Atria Mesh AX3000 works with a RJ45 Connection to your router/modem. Then, you must pair the
two mesh units together.

There are 5 different LEDs on the front of your AX3000 Mesh. The floowing image shows the
different statuses of the LEDs.

PWR &) ON [stable): The device Is up and running.

WPS @) ON [stable): The Mesh is paired.

INT £ ON (stable): The WAN IP address is obtained.

2.4G ) ON (stable): The 2 4 GHz netwaork Is enabled and active.

5G @ ONstable): The 5 GHz network is enabled and active.

PWR T Fastblinking: The device is resetting to its factory defaults settings.

PWR (" Slow blinking: The device is booting.

WPS5 Blinking: The WPS pairing is ongeing, wait until the end of the procedure.

246G W ON (blinking): The 2.4 GHz netwerk is enabled and active but unstable.

56 | | _ ON [blinking): The 5 GHz network is enabled and active but unstable.
-— —_——

PWR OFF: The device is OFF and not warking.

WPS ¢ OFF: The Mesh is not paired or the paring failed.

INT ) OFF: Nointernet network detected.

24G ' OFF:The 2.4 GHz network is disabled.

5G () OFF:The 5 GHz network is disabled,

3. Presentation of the Web Ul

The Web Ul is the place where you can set up advanced parameters for your device but also customize
your SSID, password and so much more.

The Web Ul is accessible after connecting to the Wi-Fi of the device or to the internet connection of the
mesh unit by using the Ethernet cable and entering the following IP Address in your browser:

Copyright © STRONG 2024. All Rights Reserved. 4/62
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192.168.7.254 or http://atria3000.mesh

Once you have entered the password, you can see that the Web Ul is organised into different sections:
The Web Ul is divided into 6 sections:

Status: Where you can find all the informations about the Mesh device and Network.

Network: where you can configure the WAN, the LAN settings (IPv4 / IPv6) and set up a Speed
Limit.

WLAN: where you choose between 2.4G and 5G network, set up multiples SSID, the WPS,

manage the internet access of the different mac address, modify the SSID and Wi-Fi Passwords
and set up a Mesh.

Security: where you can set up a firewall, DoS Settings, URL/MAC filters, IP filters,
parental/service control and Schedule the Mesh Network activation.

Application: where you can configure the NAT settings (ALG, DMZ, Port Forwarding), a VPN, the
SNTP (Time zone), a VPN, a Dynamic DNS, the UPnP and access the IPTV Configuration.

System Tools: where you can change the login credentials, reboot the device, update the
firmware, save and restore a backup, reset to factory settings, manage the LEDs, access the logs
and launch diagnostics.

STRONG
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Il. Configuring your Device and Network

1. Setting Up your mesh network

To configure your Mesh network please refer to the QIG provided in the box of your product.

Case 1: WPS Button

1. You must plug in the mesh unit and connect it to your modem by using an RJ45 cable before
pressing the power button.

Main Mesh Unit

(Controler)

2. Press the WPS button on the mesh connected to your modem for 5 seconds.

Copyright © STRONG 2024. All Rights Reserved. 6/62
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Main Mesh Unit

[Controler)

3. Plug the second mesh unit to a socket and press the WPS button for 5 seconds.

Mesh Node

A WARNING: Please note that you need to repeat this operation for each Mesh unit
you wish to add to your Mesh network.

Case 2: RJ45 cable

Copyright © STRONG 2024. All Rights Reserved. 7/62
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1.

You must plug in the mesh unit and connect it to your modem by using a RJ45 cable in the
WLAN port before pressing the power button.

Main Mesh Unit @
(Controler)

2. Plug the Main Mesh Unit (Controler) to the Mesh Unit (Agent) via RJ45 in both LAN port of the
two mesh units.

Main Mesh Unit Mesh Unit

(Controler) (Agent) 3

A WARNING: Please note that you need to repeat this operation for each Mesh unit

Copyright © STRONG 2024. All Rights Reserved. 8/62
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you wish to add to your Mesh network.

2, Optimizing your mesh network

To optimize you coverage you should install the mesh in the location where you have coverage
issues in order to cover the widest area possible in your home. Please make sure that the mesh
units are not located in a room where there is a load bearing wall, as the wall is thicker the Wi-Fi
signal can have issues getting through it.0

The following schema shows Wi-Fi coverage inside a house where mesh nodes are not located in
the right area of the house to have a proper coverage.O

Unoptimized Mesh Installation

-
= mmma LowWi-Fi Signal

o—
"i-‘\n u ® & Good WI-Fi Signal

Mesh Units

ENERENERESE RN Internet Router

The following schema shows Wi-Fi coverage inside a house where mesh nodes are located in the
right area of the house to have a proper coverage.O

Copyright © STRONG 2024. All Rights Reserved. 9/62
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Optimized Mesh Installation

—
% u m m» LowWi-Fi Signal

—
% m m w8 Good Wi-Fi Signal
Mesh Units

Internet Router

If you have a big house, you can install several mesh units to cover all the rooms.O

You can see if the coverage provided by your mesh nodes in your home is OK in the app.[

3. Adding mesh units to your network

It is very easy to add new mesh units to your existing Mesh network.

1. To do so, press the WPS button for 5 seconds on the Mesh unit that is connected to your

router/modem by RJ45.

{Controler}

L O
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2. Then, press the WPS button on the new unit for 5 seconds.

4, Connecting to the Wi-Fi and Accessing the Web Ul

You can connect any compatible device to the Wi-Fi of your device and access the Web Ul to customize
your configuration.

1. To connect to the Wi-Fi, look at the rear side of your router and locate the sticker where the SSID
and Password are written. Then, enter the information in your device.

e —
i N
— —

= [mon
— ST W-FI ety Hrree Kift AX3000
| wer: 12V 1 Wi-Fl e armi:
c:) DC P 1V STRD'I}EIT;;KXMI‘\"["
Passward: NNOODO00(
LAY
!|’|‘ i AUILEE NI | URL: hitpsfatria3000.mesh
IR 1921687254
Username: admin
Easswort: sdmin
—>
l— CE HE
|{ m—1 =
—>
—
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2. Then, enter the following IP address in your browser:0192.168.7.254 or type the following
address: http://atria3000.mesh

< \\"llilli’f?f

\ 192.168.7.254 or http://atria3000.mesh Q

3. A new page opens in which you must enter the Password before clicking the Login button.

STRONG

‘ Username

Password bl @

Cobovriaht 2022 STRONG All riahts reserved

®TIPS: Please note that we strongly advise you to change the admin password. If you
decide to change it, your new password must contain at least 8 characters with upper

and lower cases, number, and special characters. We strongly suggest using the same
password as the one used for the Wi-Fi connection, as this password is unique for your

device.

Copyright © STRONG 2024. All Rights Reserved. 12/62
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4. Once you are connected to the Web Ul, you will see this home page

STRONG Bl V] SeyWod L

Statws

5. Changing the administrator password in the Web Ul

We strongly recommend updating the administrator password and username once you're connected to
the Web Ul, and after you set up all the necessary parameters for your device.

®TIPS: Please note that we strongly advise you to change the admin password. If you
decide to change it, your new password must contain at least 8 characters with upper
and lower cases, number, and special characters. We strongly suggest using the same
password as the one used for the Wi-Fi connection, as this password is unique for your
device.

1. Click System Tools in the top bar and go to the User Management section.
STROAIG DagER  w| SespWesd  Lope
System nm.@

Copyright © STRONG 2024. All Rights Reserved. 13 /62
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2. Type the Username (admin) and the Old Password. Then in New Password and Confirm
Password, enter your new personal password for the Web Ul. Then, click on Save &

Apply.

AWARNING: Please note that you need to enter a password between 8 and 32
characters containing uppercase, lowercase, number and at least one special character
(@) $J_Il %’ *_I_—'?l &)

STRONG [ %] e Wl Logrs

Systeam Towl:

Eﬁ ®OE

3. Write down the information a piece of paper and tape it under your device.

Model: Atria Mesh AX3000
IP Address: 192.168.7.254
Username: admin
— . . Password: admin
7 e~ Wi-Fi network name : STRONG_XXXX
Wi-Fi Password : XXXOOOXXXK

| e
R AT R T
SR80 2N

Username: admin
Password: MyMNewPassword 1@

Copyright © STRONG 2024. All Rights Reserved. 14 /62
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6. Resetting the device to its factory configuration

Sometimes, it is possible that your device is not working properly and that you don't have internet access. In
this case, we suggest resetting your device to its factory settings and updating it afterward if necessary.
You have two ways to do it; you can reset the device by pressing the reset button or doing it in the Web UL.

Case 1: Reset Button

1. Todoso, insert a paper clip in the RST hole at the back of the device to press the reset button. Press the
reset button for 10 seconds. The LEDS will switch off and turn back on again.

Case 2: Web Ul

1. To do so, enter the SSID (Wi-Fi Network Name) and Wi-Fi password of the router in your
device:

Copyright © STRONG 2024. All Rights Reserved. 15/62
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Model: Atria Mesh AX3000

IP Address: 192.168.7.254 or http://atria3000.mesh
SO _ Username: admin
) = [ ™\ Password: admin
/ \ Wi-Fi network name : STRONG _XXXX
| Wi-Fi Password : XXOOO0K

o
WIFF retwnrk paime:
STHONG 000
Sassvvarct OO0 @
0 iy

Available Wi-Fi Network
g STRONG_XXXX
JOUOOKCKK

2. Then, enter the following IP address in your browser:0192.168.7.254 or type the following
address : http://atria3000.mesh

192.168.7.254 or http://atria3000.mesh

3. You must enter theOUsername (admin)CandOPassword (admin)O(please note that after the
first connection you will create your personal admin password which means that the password
written on the product label will not work any more). Then, clickOLogin.

Copyright © STRONG 2024. All Rights Reserved. 16 /62
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STRONG

‘ Username ‘

Password

Convriaht 2022 STRONG All riahts reserved

4. Then, in the top bar, click System Tools, then go on the Device Management section and click on
Restore Default.

STRONG

Eaen % SapVowl  Logow

5. Then, click OK in the pop-up window.

Copyright © STRONG 2024. All Rights Reserved. 17 /62
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192.168.7.254 indique

Are you sure to restore the factory settings?

Annuler

lll. Using the Web Ul

Once you have configured your device and network, you can customize some settings. For instance, you
can decide to deactivate/edit your PIN code, edit the SSID and password, and update the firmware.

1. Changing the SSID (Wi-Fi Network Name) and password

After setting up your device and connecting to it for the first time, it is possible for you to change the SSID,
also known as the name of your Wi-Fi Network and its password.

A WARNING: Please note that we strongly recommend using a network name and password that is
different from the one of your Internet box. Why? As you may know, your devices automatically connect
to the known networks, so if you put the same names and password for your router network and your
Internet box, you will not be able to differentiate them.

1. Click WLAN and Basic Settings.

Copyright © STRONG 2024. All Rights Reserved. 18/62
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Status Network WLAN Security Application
2.4G
This page is used o configure 2 4G Wi-Fi basic parameters such as 581D, Channel and Awthennicarion.
Basic Settings @
Advanced Settings 2.4G Wi_Fi Basic Settings
Multiple SSID 2 4 Radio Fuable:
WPS ;
Primary SSID Enable:
5G ;
Primary SSID: STRONG_ATRIA_4B4C
Advanced Network Authentication: WPAZ-PSK
WPA Passphrase: de?49dahHN
WPA Encryption: AES
Hide S5ID:
Wircless Mode: IEEE 802 11big/niax
Bandwidth: Auto
Channel: Auto
Transmt Power: High

2. Enter the new primary SSID and clikc the eye icon to display the WPA Passphrase. Enter a new
passphrase and click Save & Apply.

Status

WLAN Security

24G

This page is used to configure 2 4G Wi-Fi basic parameters such as 581D, Channel and Authentication.
Basic Settings

Advanced Settings 2.4G Wi-Fi Baslc Settings
Multiple 5311 2.4G Radio Enable:
WES Primary S5ID Enable: ]
3G Primary S51D: My_New Network_Name (‘D
Advanced Network Authentication: WPA2-PSK v
WPA Passphrasc: MyMNewPassword 1@ @
WPA Eneryption: AES w
Hide S5ID:
Wireless Mode: IEEE 802 11big/nfax v
Bandwidth: At ~
Chamel: Aula v
Transmit Power: High w

Copyright © STRONG 2024. All Rights Reserved. 19/62
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3. Write down the new network information on a piece of paper.

Model: Atria Mesh AX3000
IP Address: 192,168.7.254
Username: admin
@ . [=] _ Password: admin
~ T Wi-Fi network name : STRONG_XXXX
£ \ Wi-Fi Password : XOCOO0CKCK

SSID: My_New_Network_Name
Wi-Fi Password: MyNewPassword 1@

A0
WHFI network name
— STROING, AR [ snm—|
Pyl UKL
oo il
"
n
n

Warning: After changing the Wi-Fi network information all the devices that were connected to the

network will be automatically disconnected.

2. Updating the device Firmware

1. To update the firmware of the device, you must browse to this page. You will find the firmware file.
Click on the name to download it.

2. To do so, connect to the Web Ul, please follow this procedure: Connecting to the Wi-Fi and
Accessing the Web Ul
3. You must identify the IP addresses of the other mesh nodes. You can do this by clicking Status, LAN

info and Connected Device Info.

Status
Device Infe
Rl Connected Device Info
WAN Info Hostiame Type MAC Address IP Address Ouline Time Status
{ I Agent- OEAE 5G (4:ab:08:12:9%:ac 192.168.7.100 | 0D 0H 1M 245 Online
LAN Inf "
T @ unknown-BE3TD 5G ca:Se:f22bibe3 192.168.7.101 0D OH 0M 355 Online

Wi-Fi Basic Info

LAN Ethernet Info

Connected Device Info @

@TIPS: The name of the second mesh units will be Agent-XXXX.

Copyright © STRONG 2024. All Rights Reserved. 20/62
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4. Write down the IP Address on a piece of paper.

IP address Mesh 1: 192.168.7.100
IP address Mesh 2: 192.168.7.254
IP address Mesh 3: 192.168.7.134

5. Click System Tools, select Device Management and Firmware Update.

STRONG

@) | 2

Copyright © STRONG 2024. All Rights Reserved. 21/62



ATRIA MESH AX3000 - User Guide 22/62

6. Select the fileby clicking choose file and click Update Software.

STRONG
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IV. Customized Settings

1. LAN Info

1.1. Wi-Fi Basic Info

You can see the information of the Wi-Fi configuration of your LAN network.

Status
I - fuf 3 %
Wireless Network-2.4G
2.4G Status:
U0
2.4G Channel;
AN Tufo

Wireless Network-5G
5G Sttus:

55 Channel:

Mesh Status
Role:
Sub-Houress:

SSID Info
Tnterface Nams
wlanl.
wianl.i
WLAN Statistics

Interface MName

wiand. |

winnl. |

1.2. LAN Ethernet Info

SSID Band Frequency
Strong_FR 2 4GHz
Strong_FR ACGHz

Beceived

Bytes Phis
229330780 378279
144208 1850 2010248

Eiis

Working

Anto (Current: 11}

Working

Autg (Current:40)

Main-Router | Contraller |

1

Auth Mods Encryption
WPAS-Personal-Transition AES
WEA3-Perzonal-Transition AES

Transanitied
Diops Phrs Ei1 Drops
L 1148426 o 0
i I0T5184139 1932687 i 0

You can see the information of the devices connected to the WAN and LAN ports

Statas
Device Tufo )
LAN Info
o . LAN [Pvd Address
WAN Infc 1P Address:
LAN IPv6 Address:
AN T LAN MAC Address;
Wi-Fi Basic Tnf Ethernet Statistics
AP Al luterface  Status  DuplexMode  PoriRate
Bytes
Connected Device [nfi
WAN Up Full ([0 LOBH3NE123S
LANL Up Full Laod 1735770923
LAN2 Dionwn Anta Auta o

1.3. Connected Device Info

192.168.7.2154

febitabeSfTfel

Odiabz08: 12:92:5e

Received Transmitted
Plas Eirs Duops Bytes Pl Errs Drops
10933861 0 0 3331645625 SET4ER 0 o
31514186 o a 5963 118995 096245 o @
o o a o o o [

You can see the list of connected devices with their name, MAC Address, IP Addresses.

Copyright © STRONG 2024. All Rights Reserved. 23 /62



ATRIA MESH AX3000 - User Guide 24/62

Status

Device Info

Connected Device Info

WAN Info Hosmame Tvpe
Agent-A9DA Wired
LAN Info unknown-8414 2.4G
Wi-Fi Basic lnfo Alves o Cp
LAPTOP-TISS5PM3 Wirad
LAN Ethernet Info LAPTOP-U2I8UC04 5G
Connected Device Info unknown-D3C3 3G
android-dhep-11 G
PC_Valentin SG
Ben 214G
LAPTOP-AKQPN44L 5G
Siagiaire 124G

2. Network

MAC Address
JOHOC 0 XN
JOCHO O KK
KKXX XK OGKKXXK
JOCXM XK AKX KK
LS LR LS
FOCR X HKX
XXX RN
HXOKXKHK KKK
KX ORXHXHK XXX
KHXIHXHKHKHKXK
SRR XK KA KK

IP Address
1921887100
192 168.7.101
192.168.7.102
192.168.7.103
192.168.7.104
192.168.7.103
192.168.7.106
192.168.7.107
192.168.7.108
192.148.7.109
192.168.7.110

Online Time

1D 20H 54M 535

0D OH 26M 215

0D OH3IM 175
0D ZH 3M 435

0D 3H 43M 395
0D ZH 3M 15

0D JH 6M 515
0D OH 37M 355

Status
Ounline
Offline
Ouline
Offline
Online
Ounline
Online
Online
Offline
Online

Online

2.1. WAN Configuration

This section enables you to edit the settings of your WAN configuration. By default the WAN configuration is

set up to DHCP.
2.1.1. Static

You can configure a Static IP for your mesh units.

1. Todo so, click Network and WAN Configuration.

1 .\'easrk VLAl
WAN Configuration @

Edit cpe-ipinif-1 interface configuration

LAN Couflguration Basic Informanion
Speed Limit Configuration Mods
1P Vesslon
MTU Valus i
Network Information

TP Acquisition Made;

1P Acd

Subiet Mazk:

Detault Ga

Primary DNS Server

Secendary DNS

Static DHCP FPPoE

NAT Eninble: ]
[Pvi Information
IPv6 AddressPrefix Length 2ai

1Pva Default Gate

Piliary DNS Server

Secondary DNS Server

Save & Apply

2. Click Static, the mesh units automatically gets the IP Address, Subnet Mask, Default Gateway and

Primary DNS Server. Then, click Save & Apply.

Copyright © STRONG 2024. All Rights Reserved. 24 /62
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STRONG English %] Setup Wizard Lagaut
Network
WAN Configuration
| Edit cpe-ipintf-1 interface confignration
LAN

Basic Information

Spe Mode F w
[PV 1 1Pt & 1Py -
MTU Value: 150

Network Information

TP Aequisition Mode: FERE
[P Address; @
Subet Mazk: 2552552550 @
Detaull Gateway; 182 166.1.254 @
Primary DNS Server 102 166 1.254 @
Secondary DNS Server: @

AT Enable

TEv6 Information

FPvis Address Prefis Length

IPveé Default Gatewsay; Tadh: 3a07-16fffeld atle

Pilmary DNS Server

Secondary DNS Server:

@TIPS: You can set up the mesh controller address to the same IP as the one used to connect to the Web
Ul. For the mesh agents you can set up a static IP by connecting to the IP address you wrote down.

2.1.2. PPPoE

This section enables you to edit the settings of your WAN configuration. By default the WAN configuration is
set up to DHCP.

PPPoE (Point to point protocol over Ethernet) can be set up on your mesh network by entering the
administration credentials given by your Internet Service Provider. The credentials are the ones used to
connect to the administration interface of the modem/router.

1. Todo so, click Network and WAN Configuration.

Copyright © STRONG 2024. All Rights Reserved. 25/62
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@ Edit cpe-ipintf-1 interface confignration

Basic Information

Made: i
IF Version: frp— 3
MTT Vil pes

Network Information
TP Acquisition Mode: Static DHCP @ FFPaE

U sertaam

Passwird

NAT Enable:
TPv6 Information

TPvii WAN Mode: SLAAC

Enable P13

2. Click PPoE and enter the username and password given by your internet service provider to access the
administration interface of the router/modem. Then, click Save & Apply.

Network

Edit cpe-ipintf~1 interface confignration

Basic Information

MTU Valoe:

Network Information

IP Acquisition Mode: Ghate DHCT

1Pv6 Information

TPv6 WAN Made SLAAD

Enablé 7D

3.
2.2. LAN Configuration

2.2.1. IPv4 Configuration

You can set up a static IP Address for your devices or router.

1. Todoso, click Network and LAN Configuration. Then, select IPV4 Configuration.

Copyright © STRONG 2024. All Rights Reserved. 26 /62
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STRONG English  ~| Semp Wizard Lagout

Network

(i this page. o can configune rowter TP address and sbnet mask interface for LAN, DHCP Server Configuration and DHCP Static IP Configuraticn. "Save & Apply” button fo save
confipuraticn data.

Local Network Configuration

IP A

Subaat Mask:

DHCP Server Configuration

DHCP Secver Disstle @ Emsbe

DNS Server Confignration

IPv4 DNS Mode: Auln v

DHCP Static IP Configuration

i add | T Dele

Haostnaime MALC Address IP Address

Mo data ver...

2. Inthe DHCP Static Configuration section, click Add.
STRONG Engliish  v| SetupWizard — Logout

Network
WAN Conflguration
O this page. you ean coufigime rowter [P address aud suboet mask imerfice for LAN. DHCP Server Coafigaration and DHCP Statie TP Configuration. “Save & Apply" button to save
comfignrstion dats.
N Confignration
IPv4 Comfliguration Local Xetwork Configuration
1Py Conflguation
192 1687 254
Speed Limit Confizuration
25

DHCP Server Confignration
DHCP Server: Dicable ® Enable
Start TP: 182 168.7 100
End [P 182 166 7 200
Lease t day -

DNS Server Configuration

IPv4 DNS Mode, Auiter el

DHCP Static IP Coufiguration

@ Add || T Delete

Hostmame MAC Address IP Address

Mo data ver..

3. And enter the following information before clicking Save & Apply:
e Select Device: Select the device name from the list.
e Hostname: The field is automatically populated with the device name.
e MAC Address: The field is automatically populated with the device IP Address.
e IP Address: A new IP Address is automatically assigned to the device.
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Add New Rule

Select Device: Select...

Hostname:

MAC Address:

(11:22:33:44:BB-CC)

IP Address:

2.2.2. IPv6 Configuration

2.3. Speed Limit Configuration

®» @O

You can set up the speed limit for the different devices connected to your network.

1. Todo so, click Network and Speed Limit Configuration.

Network
WAN
O this page, yon can confignre upstress and d speed of terminal exuif include wired and wireless.
LAN Confizumtion
Speed Limlt Configuration
Speed Linit Conlguration @
Hostname MAC Address P Address Upikbps) Downikbpa)
PC-1 ANRENRRCOE 1821687102
LAPTOPR-TISSSPAS TR KRR KA 192.168.7.103
unknown-DACE RRAARRA KK 192.168.7.108
android-dhep-11 LRI 192.168.7.106
PC-2 MEREGRE0A 192, 168.7.107
Seagiaire TR KK N 142 168.7.010
Galaxy-520-FE R R, 192 168.7.111

LAPTOP-TNSNG4T4 HH MR 197.168,7.112

2. Enter the following information before clicking Save & Apply:
o Up (Kbps): Enter the maximum up speed limit.
e Down ( Kbps): Enter the maximum down speed limit.
e Speed Limit: Check the box to activate the rule.
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Network

Do this page, vou cam configure upstream and downsiceam speed of terminal equipment, mchode wired and wireless

Speed Limit Configuration

Hostaame MAC Addra  [RAdden Uplkbga) Dowakbps) Speed Lisut
PC-1 bttt toitd 1%2.168.7.102

LAPTOP-TISSSPMS EXLARACKERE 1921687303

unknigwn-D3CH FENXIRACHERE |97 158 7105 (_3)
androsd-dhep-11 KEXEEAREMNY 1921687 106

PC.2 MELAAENNE 152 168.7.307

Stagiae MENEOMECHRNE 157168 7000
Galaxy.520.FE KLACEETCRERS 1521657111

LAPTOR-TNSNASTS  KEXXEUECXNNE  152168.7.103

®

3. WLAN

3.1.24G

3.1.1. Multiple SSID

You can use this setting if you need to have several SSIDs on your network.

1. Todoso, click WLAN, 2.4G and Multiple SSID.
STRONG Englsh  w| SempWiadd  Logow

WLAN
@
This page shows and wpdates the wireless setting for Muttiple 5510
Multiple SSID
@ Tuerface name  Exable =5 Autbenteanon Passvwerd Hidden 5310
wiant [} SHYW_2AG_9% WPRAZFEK  w 12345 Disabia  ~
wiant3 .
wiianl 4 E 5355 Gussr] PITEK "
A
wian s -

2. Check the enable box next to the name of the SSID that you want to activate. Then, enter a New
SSID and Password (click the eye icon to display the password) and clickSave & Apply.

WLAN

This age sbaws ad updates the wirsless semang foc Multiple 210

Multiphe S31D
Imterface same  Enable S5ID Awhenticatis Pasgwoad ‘Hiddea 551D
wimd 2 | Mytewssn WPALPSK v Mymewpassaond 1@ o (2) Disbls
w03 ¥ G_OIFE_Gums WPALEEK w —x
w4 K2 40 5E Guoectd MIPEH w T
s
wlasd) 5 X - A

3. Write down the new network information on a piece of paper.

Copyright © STRONG 2024. All Rights Reserved. 29 /62



ATRIA MESH AX3000 - User Guide 30/62

MyNewSSID
Password: Mynewpassword1@

3.1.2. WPS

You can set up the WPS connection method that you want to use. We advise to use the PBC method,
once you clicked the button in the Ul your devices can connect automatically (Computers).

1. Todo so, click WLAN, 2.4G and WPS. Then click the PBC Connect button.
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o
This page allows you 1o chimps the setting for WES {Wi-Fi Protected Senup ), Usmg this featire coudd let your WLAN clwent auronnically syneromze ite sefting snd connect o the Access Posat ina

mrmte without mry hassle.

Basic Settngs

Press the WPS button on the router or click the "PBEC Connect” button. After the panel lights start to flash, press the WPS button on your Wi-Fi client device within 2 minutes

T complete the WiFi connection,

o5
¥ ® =)

SG
Enter vour Wi-Fi client device PIN code and click the "PIN Connect” button to complete the Wi-Fi conmection.

Advangid

PIN

[N Comneat]

2. When the WPS is activated the WPS starts blinking.

[

] WPps x Blinking: TWPS is on. The WPS pairing is ongoing, wait until the end of the
procedure,

3. Inyour device settings, select the Wi-Fi network and press the connect button.
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Network and Internet > Wi-Fi
= Wi-Hi Enabled @D

= Properties of Network_XXXX

() Available Wi-Fi Netwiorks

s
2

ot

Available Wi-Fi Networks

) STRONG_XXXX_2.4GHz

Za Network XXXX

% Network_XXXX

Available Wi-Fi Networks

3 STRONG_XXXX_2.4GHz

£,

“Za Network_XXXX
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3.1.3. Advanced Settings
You can edit the settings such as Beacon Interval, RTS Treshold and so on..
A WARNING: If you edit the settings without having suffiicient knowledge it can

prevent your device from working properLy. We highly discourage changing the
parameters.
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STRONG gt V| sy Lo

3.2. Advanced

3.2.1. Access Control

You can set up the MAC Addresses of the devices that are allowed to connect to your Wi-Fi Network.

1. To configure the access control, click WLAN and Advanced. Then select Access Control.

STRONG Bl | SepWos Lo

WIFT Aterss Cansral Misde

(O[C)]

Wi Aecers Capersl MAC Adsbress Table

Device Name MAC Addess

2. Inthe Control Mode drop down list, select a value between Allow Access and Deny Access. Then,
click Save & Apply.
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STRONG ERER 5| Sexpliad  Lopms

VLI Aceess Comtral M

WL Access Comtral MAC Address Tble

Device Hane AT Aidiren

3. Click Add

STRONG BRI STt | Lopt

WLF oowrs Conirs] MAC Aibdrvn Tabile

D tarnt MAC Ao

4. Enter the following information before clicking Save & Apply:
e Select Device: Select the name of the device in the list
e Device Name: The field is automatically populated with the device name.
e MAC Address: The field is automatically populated with the Mac Address of the device.
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Engisti _w| SapWimd  Loge

3.2.2. Scheduler

You can set up the day and times to stop the router automatically.

1. Click WLAN and Advanced. Then, select Scheduler and click Add.
STRONG

T page sl 3 conlipas WL schie

LET Sehedaler Tt

®@ 0 e

2. Select the days and times when you want to switch off the router and click Save & Apply.
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3.2.3. Easy Mesh

This parameter enables you to connect mesh of different brands together in a same network if they are
also set up with this option.

1. Todoso, click WLAN and Advanced. Then select, Easy Mesh.
STRONG o s |

Easylesh Topulegs:

2. Uncheck the Enable box and click Save & Apply.
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STRONG Ergian v | Seposd  Lago

G

1L
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T | N1

3.2.4. Band Steering

You can deactivate this parameter if you need your 2.4 GHz and 5 GHz Wi-Fi Networks to be separated.
By default, our router 2.4 and 5G networks are not separated.

1. Todoso, click WLAN and Advanced. Then select, Band Steering.
STRONG

wLaN

2405 0] 305 WU e e st rl e e il At et o st T Deqaetce B el % e et

Band Seering Serting

@

Besd Tesriag Eodhis =

2. Uncheck the Enable box and click Save & Apply.
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STRONG ] s L

Hand Smsriag St

4, Security

4.1. Firewall Settings

4.1.1. Firewall Level

You can choose the security level for the firewall of the router

1. Todo so, click Security and Firewall Level. Then, select the appropriate value in the Firewall
Level drop down list and click Save & Apply.

STRONG

4.1.2. DoS Settings

Denial of Service (DoS) protection is a setting used to prevent cyber-attacks on your network that makes
your resources and services unavailable.

You can deactivate this setting that is enabled by default in the mesh unit.

A WARNING: It is not recommended to deactivate it because it can make your router
vulnerable to DoS attacks.
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1. Todo so, click Security, Firewall and DoS Settings. Then, click Disable and Save & Apply
STRONG TR ] il | T

[ nin )

4.2. Parental Control

4.2.1. Schedule

You can schedule when the parental control is activated (day and time).

1. Todoso, click Security and Parental Control. Then, select Schedule and Add.

STRONG ERglen o] e whzd

Security

Thss pags ix used ro configure Firewall acherdule for Pasental Control

@ Sehedule Table for Pavental Control
Eche

Schedule Mame Repent Perind Start Time End Time
No data yet,

Enter the following information before clicking Save & Apply:

Schedule Name: Enter a name for your scheduling rule

Time: Enter the time period during which the parental control must be activated.
Repeat Period: Select the days when the router must switch on parental control.

e o .!\.)
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STRONG :Epgl:‘s_‘n‘ | Sequp Wiznrd Laogout

Security Application

This page is need 10 configive Fienmll whadule fr Pazzotal Couteol

Schedule Table for Parent

T Add 77 Dalete

Sele End Time

ACL

4.2.2. Mac Filter

You can configure a list of devices that are allowed or denied to use the Wi-Fi network.

1. Todoso, click Security and Parental Control. Then, select MAC Filter.
STRONG T

AL Fillr Tabik

2. Click the Enable and Save & Apply. Then, elect the Filter Mode between Deny List and Allow
List, before clicking Add.

STRONG B | Seplend Lo

AL fb
il actmtreal dulstn all nSzad rul Thes zevest B el b s o allew i stemrtical e s deee st alle it

MAC Fiker Caniguration

MAC Filer Table
Feltar Nassa AT Addan Schadela

3. Enter the following information before clicking Save & Apply:
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e Select Device: Select your device from the drop-down list.
e Filter Name: The field is automatically populated with the Device Name.
e MAC Address: The field is automatically populated with the MAC Address of the device.

STRONG ERRIH %] fep Wi Lug

reeacal Ok A s 00, The e P8 e A0S 1 e 605 RSl 54 chisgs e 1 13 s ot

ML Filier Table

©@ @0

Fiter Name A Addirens.

4.2.3. URL Filter
You can set up a list of allowed or denied websites.

1. Todo so, click Security and Parental Control. Then, select URL Filter.
STRONG T s | i

AL Fitar Tabls

2. Click the Enable and Save & Apply.
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STRONG G | sewWesd  Last

UL Firer Table

3. Then, select the Filter Mode between Deny List and Allow List, before clicking Add.

ST RONG English  »| SerpWizard — Logowt

Security

Thes page s used to configurs URL filter.

URL Filter Configuration
Ennhble: Disable @ Enable
RL Fiiter Mude: I DeyLig @ AlkowList @
IFF
ACT
URL Filter Tahie
@ ] o
URL Address Sehedule

No datn et

4. Enter the following information before clicking Save & Apply:
O URL Address: Enter the URL of the website that you want to allow or block.
0 Schedule: Select a value for the scheduling rule.
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4.2.4. IP Filter

This section enables you to configure IP Filters for you WAN and LAN connection.

1. Todo so, click Security and Parental Control. Then, select IP Filter.

STRONG G| S Lo

TP Finer Tabls

2. Click the Enable and Save & Apply.

STRONG S| oyt Lo

Tum pige ks weed 0 contyune B fiver

TP Filier Confizurmtion

Fuster hleeda

IP Filter Tahle

3. Then, select the Filter Mode between Deny List and Allow List, before clicking Add.
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STRONG English  v| Sep Wizard Logont
Security
Firewall
This page ia meed to configure [P filrer
mll:._: TP Filter Configuration
MAC Enable: Drsahls @ Ennhl=
IP Filter Table
f_) T Delats
Filter Name Protocal LANIP Schedule
4. Enter the following information before clicking Save & Apply :
Filter Name: Enter a name for the filter.
e Protocol: Select the type of protocol for the filter.
e LANIPRange : Enter the LANIP pool.
e WAN IP Range : Enter the LAN IP pool.
STRONG \English  ~|  Setup Wizard Logout

.....

MAGC Filter
URL Files

IP Filier

4.3.ACL

Securlty

This page is used 1o canfigure TP filter:

1P Filter Configuration

Fllrer Matn
Enable
Flites Mode: Protocol TCPILIDE
LANIP Range!
WAN [P Range
1P Filter Talile

Filver

©®ee 06

(3 Add B

Schedule

Delets

You can set up the parameters to define which IPv4 and IPv6 access types are allowed.

1. Todo so, click Security and ACL.
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2. Check the boxes of the authorized protocols for your WAN and LAN networks for IPv6 & IPv4
configuration and click Save & Apply.

STRONG [GRE=] Sew s L
Sacuriny
P8 Avces Comnnd
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5. Application

In the Application Settings section of the Ul, you can set different basic parameters regarding your
network and advanced parameters according to your needs.

5.1.NAT

5.1.1.ALG

Application Layer Gateway (ALG) is protocol that is used to control the authorisation or deny of traffic to
a specific application of a server it is mainly used for SIP or FTP.

1. To configure the allowed protocols, click Application and NAT. Then, select ALG.
STRONG Dot | GepTid  Losw

2. Select the values for the protocol that you want to allow and click Save & Apply

STRONG

<]
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5.1.2. DMZ

A Demilitarized Zone (DMZ) is a subnetwork that is separated and isolated from the main local network
(LAN) and from Internet by a Firewall. On this network, you can configure the devices that needed to
access the Internet without accessing your LAN.

1. To configure DMZ on your router, you must be connected to the Wi-Fi of the router and access the
Web UL. Please refer to the following procedures to connect to Web Ul:

e Connecting to the Wi-Fi and Accessing the Web UI

2. Click Application in the top bar, then the NAT section and DMZ.
STRONG

3. Enter the IP Address of your device, you can select the settings with the Select Option and click on
Save & Apply.

STRONG

5.1.3. Port Forwarding

Port Forwarding is used to forward queries from internet to a specific device. This feature can be used to
forward queries to a game console for instance when you are hosting a peer-to-peer game.

1. Todoso, click Application and Port Forwarding. Then, click add to create a new rule.
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STRONG S ] sen s

il
@ Port Farwarding Setnp
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2. Enter the following information before clicking Save & Apply:

e Service Name: Select the appropriate value in the list.

e Custom Service: Enter a name for the service you are configuring.
e Server IP Address: Select your device in the drop-down menu.
[ J

e IPAGRES

External Port Start and External Port End: *: For a HTTP service enter 80. For more

information about the different port services, see.
Protocol: Select the protocol from the drop-down list.
e Internal Port Start and Internal Port End: Enter the port number.

STRONG

Apglicatin

5.2. VPN

You can configure a VPN Network on your router.

1. Todoso, click Application and VPN.
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2. Ifyou have a L2TP or PPTP account, click the Set button next to it. then enter the following
information before clicking Save & Apply:
e Tunnel Name: Enter a name for your VPN connection.
e Tunnel Server: Enter the address of the tunnel.
e Username: Enter your username.
e Password: Enter your password.

STRONG
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5.3.SNTP

In this part of the Web Ul you can set up the time zone settings as well as the SNTP Servers.

1. Todoso, click Application and SNTP.
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STRONG BT Sep et Lot

2. Enter the following information before clicking Save & Apply:
e Time Zone: Select your time zone from the drop-down list
e Primary SNTP Server: Select a SNTP Server from the list
e Secondary SNTP Server: Select a SNTP Server from the list

STRONG g Y] SeWemd  Lossu

5.4. DDNS

Dynamic DNS (DDNS) is used to automatically update a DNS Server. You can choose between two
DDNS provider in the Web Ul, you will have to create an account and register before being able to set
up the DDNS for the router.

1. Click Application and DDNS. Then, click Add.
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STRONG

2. Enter the following information before clicking Save & Apply:
e Service: Select the DDNS service provider from the list
e Domain Name: Enter the domain name
e Username: Enter your username provided by the DNS Service provider.
e Password: Enter your password provided by the DNS Service provider.

STRONG Enghish | Senp Wizard — Logom

Application
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Dynamic DNS Configuration

Doz Name
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5.5. UPnP

Universal Plug and Play (UPnP) enables the devices of your network to detect compatible devices and
to communicate with them automatically.

1. To activate the UPnP feature, you must be connected to the Wi-Fi of your device and access the Web
Ul. To do so, follow one of the procedures below:

e Connecting to the Wi-Fi and Accessing the Web U|

2. Click Application and UPnP.
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3. Check the Enable option and Save & Apply.
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5.6. IPTV Configuration

5.6.1. Snooping

In a Mesh Network, the IGMP snooping function ensure that the information (like videos or music) are
send to those that need it and not to everyone. It allows a better and faster transfer.

1. Click Application, IPTV Configuration and Snooping.
STRONG Gpih W SaspTamed  Logeur
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2. Checkthe IPTV Snooping Enable box and click Save & Apply.
STRONG B s

3.
5.6.2. Proxy

IGMP Proxy: It is a parameter that enables the proxy function, which acts as an intermediary between 2
hosts to save or facilitate their communication.
1. Click Application, IPTV Configuration and Proxy.
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STRONG

2. Check the Enable DHCP box and click Save & Apply.
STRONG ] it | 1

6. System Tools

6.1. Device Management

6.1.1. Reboot

You can reboot the device.

1. Click System Toolsin the top bar, then click on the Device Management section and Reboot.
Then, click the reboot button.
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6.1.2. Settings Backup

You can save the settings of your routers in a file.

1. Click System Toolsin the top bar, then click on the Device Management section and Settings
Backup. Then, click Backup Settings.
STRONG

O

6.1.3. Settings Upgrade

Here you can restore the configuration of your router with a file containing all the parameters.

1. Click System Toolsin the top bar, then click on the Device Management section and Settings
Upgrade. Then, click the choose file button and select you file. Finally, click Upgrade Settings.
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STRONG Engsizh ~|  Setp Wizard Logout

System Tools
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6.1.4. Restore Default

You can restore your router to its default settings.

1. Click System Toolsin the top bar, then click on the Device Management section and Restore

Default. Then, click the Restore Default button.
STRONG i e T

©)

2. Click Ok in the message that appears.

192.168.7.254 indique

Are you sure to restore the factory settings?
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6.1.5. LED control

You can deactivate the LED of your router.

1. Click System Toolsin the top bar, then click on the Device Management section and LED
Control. Then, uncheck the Led Indicators on box and click Save & Apply.

STRONG Engish v Senp Wizaed

System Tools

This page allows you to furn off all Leds or restors all Leds to their tommial state

®

Led Status

®

6.2. Diagnostic

6.2.1. Ping Test

You can perform a ping test

1. Click System Toolsin the top bar, then click on the Diagnostic and PING Test.

STRONG Ergth W] Smpiesd L

2. Enter the following information before clicking Start:
e IP/Domain Address: Enter the IP address.
e Protocol: Select the type of protocol in the drop down list.
e Interface : Select the appropriate value in the list.
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6.2.2. Tracer Test

You can perform a trace route test.

1. Click System Toolsin the top bar, then click on the Diagnostic and Tracert Test.

STRONG [EE ] Gt Lo
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2. Enter the following information before clicking Save & Apply:
e |P/Domain Address: Enter the IP address.

e Max Hops: Enter a value between 1 and 64.

e Timeout:Entera value.

e Protocol: Select the protocol in the drop down list.

e Interface: Select the appropriate value in the drop-down list.
STRONG
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6.2.3. TR069 Inform

TR-069, also known as CWMP (CPE WAN Management), is a technical specification that provides
structured remote management of local customer equipment (CPE).
1. Click System Tools, Diagnostic and TR069 Inform. Then, click Start.

STRONG B vl seyid L
®
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©
V. Accessing the FAQs

You can access the Atria Mesh AX3000 FAQs , here:

Atria Mesh AX3000 Duo Atria Mesh AX3000 Duo UK

Atria Mesh AX A N UK
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